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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO. 1/11°

SECURITY COMMITTEE

(Effective 23 August 1974)

In support of the DCI’s statutory responsibilities and of his efforts to
improve the Intelligence Community’s product and to achieve more effi-
cient use of intelligence resources, the community’s security policies and
procedures must be effective and consistent for the protection of intelli-
gence and of intelligence sources and methods,? and must ensure time-
liness and economy in the handling of compartmented information.
Therefore, pursuant to provisions of Subsection 102 (d) of the National
Security Act of 1947, as amended, to provisions of NSCID 1 and to para-
graph 2.b of NSAM 317, a new standing Committee of the USIB is hereby
established.

1. Nanie of the Committee
The committee will be known as the Security Committee.

2. Mission

The mission of the committee is to provide the means by which the
Director of Central Intelligence, with the advice of United States In-
telligence Board principals, can:

a. Ensure establishment of security policies and procedures includ-
ing recommendations for legislation for the protection of intelligence
and intelligence sources and methods from unauthorized disclosure.

b. Review and formulate personnel, physical and document security
policies, standards and practices and dissemination procedures applica-
ble to all government departments and agencies as such policies, stand-
ards, practices and procedures relate to the protection of intelligence

*Supersedes DCID 1/11, effective 23 April 19656 and DCID 1/12 effective 23
December 1964,

2The term infelligence as used in this document applies only to information
covered by statute, Executive Order, or other authority consonant with the DCI’s
statutory responsibility for foreign intelligence and for the protection of intelli-
gence and Intelligence sources and methods from unauthorized disclosure.
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sources and methods in consideration of the effectiveness, risks and
cost factors involved.

¢. Review and formulate policies and procedures governing the re-
lease of intelligence to foreign governments and international organiza-
tions and the review of classified intelligence proposed for release to !
the public through declassification or other action. With respect to
foreign disclosure, ensure that releases are in consonance with U.S.
security policy | and that é5x1
the intelligence itself is accorded a degree of protection equal to that
afforded by the United States. With respect to public release, ensure
that disclosure or declassification actions are taken pursuant to proper
authority and that they are accomplished so as to minimize the risk
to other intelligence sources and methods.

d. Ensure that appropriate investigations are made of any unauthor-
ized disclosure or compromise of intelligence or of intelligence sources
and methods and that the results of such investigations, along with
appropriate recommendations, are provided to the Director of Central
Intelligence.

/J X 25X1

i. Review special security and compartmentation procedures and
develop proposals for any necessary changes to achieve optimum use
of intelligence consistent with protection of sensitive intelligence
sources and methods.

g. Ensure the development, review and maintenance of security
standards and procedures for the protection of intelligence stored in or
- processed by computers.

3. Functions
The functions of the committee are:

a. To advise and assist the Director of Central Intelligence as appro-
priate in the development and review of security policies, standards,
procedures and practices for the protection of intelligence and intelli-
gence sources and methods from unauthorized disclosures.

b. To review, formulate and recommend to the Director of Central
Intelligence policies, standards and procedures for the dissemination
of intelligence materials, for the release of such materials to foreign
governments, and for the review of classified intelligence proposed for
use in unclassified activities.

c. On behalf of the Director of Central Intelligence, to call upon
departments and agencies to investigate any unauthorized disclosure
or compromise of intelligence or of intelligence sources and methods
occurring within their departments and agencies; to report the results
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of these investigations to the Director of Central Intelligence, through
the United States Intelligence Board. Such reports will (1) assess the
disclosure’s impact on the U.S. intelligence process, and its implications
for national security and foreign relations, (2) describe corrective
measures taken or needed to prevent such disclosures in the future or
to minimize the adverse effects of the case at hand, and (3) recommend
any appropriate additional actions.

d. The functions of the committee as they relate t
computer security and special security com-

partmentation are set forth in attachments 1, 2, and 3.

4, Communily Responsibilities

a. Upon request of the committee chairman, USIB departments and
agencies shall furnish to the committee within established security
safeguards particular information needed by the committee and perti-
nent to its functions. Temporary material and ad hoc personnel sup-
port will be provided to the committee as needed and as mutually
agreed upon by the departments and agencies represented on the com-
mittee.

b. Each USIB principal is responsible for investigation of any unau-
thorized disclosure or compromise of intelligence or intelligence sources
and methods occurring within his department or agency. When investi-
gation determines that the possibility of compromise cannot be dis-
counted, and the interests of the USIB or another USIB principal are
involved or affected, the results of investigation will be forwarded to
the Security Committee for review and possible remedial action as de-
termined appropriate by the committee.

5. Composition and Organization

a. The committee will consist of a full-time chairman designated by
the DCI, representatives of the chiefs of departments and agencies who
are members of the USIB, and the representatives of the Departments
of the Army, Navy, and Air Force. The chairman may invite a repre-
sentative of the chief of any other department or agency having func-
tions related to matters being considered by the committee to sit with
the committee whenever matters within the purview of that depart-
menft or agency are to be discussed.

___b._The committee will he snnnarted hv

bubcommittees
as needed and as approved by the DCI and by ad hoc working groups
as approved by the chairman. The chairman of subcommittees will be
designated by the committee chairman with the concurrence of the
DCI. Membership on the subcommittees and ad hoc working groups
need not be limited to member agencies of the committee, but may be

3
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extended by the chairman to representatives of other departments and
agencies having related functional responsibilities or support capabili-
ties.

¢. The committee will have a full-time support staff to be provided
by USIB departments and agencies as arranged and approved by the !
DCI.

6. Rules of Procedure :

a. The committee shall meet upon the call of the chairman or at the
request of any of its members. Items may be placed on the agenda by
the DCI or by the chairman or any member of the committee.

b. Decisions or recommendations will be formulated by the chairman
after giving consideration to the views of the members. At the request
of a dissenting member, the chairman will refer the decision or rec-
ommendation along with dissenting opinion or opinions to the DCI.

W. E. Colby
Director of Central Intelligence
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO. 1/11
(Attachment 2)

Computer Security

The functions of the Security Committee include:

(1) To review, formulate and recommend to the DCI policies,
standards, and procedures to protect intelligence data stored or
processed by computer.

(2) To advise and assist the DCI, the Intelligence Community
Staff, Committees of the United States Intelligence Board, USIB
member agencies and departments, and other intelligence users
with respect to all computer security issues and to resolve conflicts
that may arise in connection therewith.

(3) To formulate and recommend to the DCI resource pro-
gramming objectives for USIB departments and agencies in the
field of computer security in consideration of current and foreseen
vulnerabilities and threats and with regard for the effective and
efficient use of resources; to foster and to monitor an aggressive
program of computer security research and development in the
Intelligence Community in order to avoid unwarranted duplication
and to assure the pursuit of an effective effort at resolving techni-
cal problems associated with the protection of computer operations.

(4) To coordinate all aspects of Intelligence Community efforts
in defense against hostile penetration of Community computer
systems as feasible to support other Government and national
efforts aimed at improving computer security technology; to foster
a coordinated program of Intelligence Community computer se-
curity training and indoctrination.

(6) To facilitate within the Intelligence Community the ex-
change of information relating to computer security threats, vul-
nerabilities, and countermeasures by providing a focal point for the
evaluation of foreign intentions and capabilities to exploit Com-
munity computer operations, for central notification of hostile
exploitation attempts, for the preparation of damage assessments
of incidents of foreign exploitation of intelligence computer opera-
tions, and for the formulation of Community policy on the release
of computer security information to foreign governments and in-
ternational organizations.
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(6) To review, formulate and recommend minimum computer
security standards, procedures and criteria as guidance for system
design, evaluation and certification of acceptable levels of security
for computer systems.
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DIRECTOR OF CENTRAL INTELUGENCE DIRECTIVE vNO. 1/1
(Attachment 3)

Compartmentation *

The functions of the Security Committee as they relate to compartmenta-
tion conftrols are:?

- A, 'I‘.o  develop and recommend to the DCI, with the advice of

the United States Intelligence Board, technical guidance for the estab-
lishment, maintenance and improvement of coordinated compartmenta-
tion systems.

(1) Providing special protection to sensitive intelligence, in-
- telligence information and intelligence sources and methods under
the authority of Section 9 of Executive Order 11652.

(2) Ensuring the establishment and disestablishment of com-
partmentation of intelligence and intelligence information on the
instructions of the DCI.

(3) Ensuring coherent control by the DCI of the processes
for access approvals to compartmented intelligence and intelli-
gence information and of the processes for dissemination, sanitiza-
tion or release of such intelligence information.

(4) Ensuring the establishment and promulgation or appro-
priate criteria for security and need-to-know access approvals.

B. To formulate, coordinate, maintain and promulgate technical

guidance for use in the administration of compartmentation controls
at all echelons of department and agency| |a.ctivity,

concerning:

(1) Access approval criteria]

(2) Physical Security.

*The term “compartmentation” as used in this directive refers to the system
whereby speclal Intelligence Community controls indicating restricted handling
within collection programs and their end products are applied to certain types
of intelligence information and material. The term does not include Restricted
Data as defined in Section 11, Atomic Energy Act of 1954, as amended.
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(3) Document identification, handling, accountability and
destruction.

(4) Automatic data processing and associated materials.

C. To furnish technical guidance and assistance| |

. |1n connection withl thelr sanitization, downgrading, aeclassr-
1

cafion and decontrol responsibilities.

D. To review and survey, when appropriate, with the cooperation
and assistance of the USIB Principal concerned, the security standards,
practices and procedures employed by USIB departments and agencies
[ fin relation to approved compartmentation policies,
procedures and controls; and to make recommendations for practical
improvements to the USIB Principals concerned through the DCI.

E.| |

F. To recommend security policies, in coordination with appropriate
USIB committees, governing the release or disclosure of compartmented

intelligence

10
SECRET

Approved For Release 3005/08/08 : CIA-RDP82M0059141000500010001-6

25X1
25X1

25X1

25X1

25X1



A~

-

'ApRAPYed FonRatgase 2005/08/08 : CIA-RDP82M00594800500010001-6

-

DIRECTOR OF CENTRAL !NTELLICL,NCE DIRE\JWE NO. 'F['H

SLCURi iy COMM!TI’ EE

(Effectwe 23 Augus,t 1974}

In support of the DCY’s statutory respons_tbmtxes c..ncx—ef hw effoms 1 7e
improve the Intellizence Coxmmunity’s product and to achieve more efli~
cient use of intelligence resources, the community’s security policies and
procedures must be effective and consistent for the protection of intelli- .

"gence and of intelligence sources and methods? end must ensuxe thne-

liness and economy in the handling of compartmented Information.
Therefore, pursuant to provisions of Subsection 102 (d) of the National
Security Act of 1947, as amended, to provisions of NSCID 1 and to para-~
graph 2.b of NSAM 317 anew standmg Commﬂ,tep of thc, LT 318 is }363 cb\f
estabhnhmd. S : et

1 Name of the Commzz‘ﬁer"
. The committes will be known as the Security Commitiee.

2 Mission

"fhe aission of the comnittee is to provide the .neans bv whicl d;c»
Director of Central Intelligence, with the advme of Umted States ,Fu»
telligence Board prineipals, can: ;- :

a. Ensure establishment of securiby policies and praceouxe includ~
ing recornmendations for legislation for the protection of infelligence
and intelligence sources and methods frora unauthorized disclosure,

b. Review and formulate personnel, phyfzmﬂl and docwnent security
policies, standavds and practices and dissemination procedures applica~
ble to all government departments and agencies as such policies, stand-
ards, p1 actices and prncedureu relate to {he protection of intellig nc&

‘Supersedes DO 1/11, effective 23 April 1965 and DCID 1/1? cffec(:lve- 2
Decernber 1984,
© 37he term intelligence zs nsed In fhis docuraent apples only to Informalion
covered by statute, Executive Order, or other authorily consonant with the DCT's
statutory respousibility sfor foreign intelligence and for the protection of intelli~
gence and intelligence sources and methods from unautborized disclosure.
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sources and methods in consideration of the cffecuveness, rl.sk.a and
cost factors involved,

¢. Review and formulate policies and pmcedures governing the yre~
. lease of intelligence to foreign governments ond international organiza-
tions and the review of classified intelligence proposed for release to
the public through declassification or other action. With xespect o
forelgn disclosurs, enswre that releases are in consonance with U.Q,
security policy,/ , and that
the intelligence itself is accorded a degree of protec..mn equal to thah
.afforded by the United States. With respect to public release, ensure

- that disclosure or declassification actions ave taken purmen’c to propex . -

. au«.hon’jr angd that they are accomplished so ag to m:mx:myp she risk
to other intelligence sources and xuethods, . noY

d. Ensure that appropriate inves wra,txons are made of ax; v unautizor-

- Jzed disclosure or compromise of intelligence or of intelligenice sources - -

.- and methods and that the results of such investicationy, along with
- . appropriate recommendations, ave provided to the Director of Cenfral
Intelligencs, S . Ce s S

e

~

f. Review special security and compartmentation proceduves andg
.. develop proposals for any mecessary changes to achieve optimum nuse
of intelligence consistent with pmtectmn of sensitive intelligence .
sources and mefhaods. - S :

g. Ensure the development, review and mamtenanc& of Securlby '
standards and procedures for the protection of intelligence stored inor-
- processed by computers. -
3. Functions _
The functions of the commities ave: ,
a. To advise and assist the Director of Central In’colhgence 28 appme :

‘/.VY!. L

-priate In the development and review of security polictes, standerds, .-

procedures and practices for the protection of intelligence and inteli- -

gence sources and methods from unauthorized disclosures. RN C

b. To review, formulate and recommernd to the Director of Central
Intelligence policies, standards and procedures for the disseminatior -
of intelligence materials, for the release of such materials to foreigm
governments, and for the review of classified mtnl.loe.nce p*'OD"Sccl for
use in unclassified activities. .

¢. On behalf of the Director of Central In‘celh’gence, to call upon
departments and agencies to investizate any unauthorized disclosure
or compromise of intellizence or of intellizence sources and mathods
occurring within their departments and agencies; to report the regults .

A
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of these investigations to the Director of Central Tnteligence, through
the United States Intelhvenco Board, Such reports will (1) assess the
disclosure’s impact on the U.S. intelligence process, and its implications
for national security and foreign relations, (2) describe corvective:
measures taken or needed to prevent such disclosures in the future or
to minimize the adverse effects of the case at hand, and (3) recorsiend
any appropriate additional actions, -

d. The functions of the committee as they relate xO/
N , computer security and up"CL.’.I securit V Com~
partmentation are set forth in attachments 1, 2, and 3 3 . '

4 Communily Responsibilitics

a. Upon request of the committee chairman, USIE 4 opar’cmenis and
agencies shall furnis to the committes within established se curiby
safeguards particular information needed by the cormuwittee and nersi-
nent to its functions. Temporary material and ad hoc personnel sup- -
port will be provided to the comumittee a3 nceded and as mutually

© agreed upon by the departments and agencies represented on the comn-
mittee. : .

b. Each USIB principal is responsible for investigation of any tnau-
thorized disclosure or compromise of intelligence or intelligence gources
and methods oceurring within his department or agency. When jrwvesti-
gation determines that the possibility of compromise cennot be dis-
counted, and the interests of the USIB or another USIR principal ave
involved or affected, the results of investigation will be forwarded to
the Security Committee for review and possible remedial action as de-
termined appropriate by the comrittee.

5. Composition and Organization

a. The cormmittee will consist of a full-time chairman designated by
the DCI, representatives of the chiefs of departments and agencies who
are members of the USIB, and the representatives of the Departments
of the Army, Navy, and Air ¥orce. The chairman may invife & repres
sentative of the chief of any other department or agency having func-
-tions related to matters baing considered by the cornmities to sit with
the commitiee whenever matters within the purvlew of that depart-
ment or agency are to be discussed.

b. The coramittee will be supported by

subcominittecs
as needed and as approved by the DCI and by ad hoe working groups
as approved by the chairmman. The cheirmon of subconrmititees will be
designated by the committee chairman with the concurrence of the
DCI. Membership on the subcommittees and ad hoc working groups
need not be limited to member agencies of the committes, but may he

3
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extended by the chairman to representatives of other departments and
agencles having related functional responsibilities or support capabidi-
- ties. T

¢. The coramittee will have a full-titae support staff to he provided
by USIB departments and agencies as arvranged and approved by the
DT, . . R .- el

'6. Rules of Procedure

a. The comrnittee shall meet upon the call of the chairnan or at the
request of any of its members. Items may be placed on the agenda by
the DCI or by the chairman or any member of the comroittes. -~ :

b. Decislons or recoramendations will be formulated by the chairman,
atter giving consideration to the views of the members. Ab {he request
of a dissenting member, the chalrman will refer the decision or rep-
ommendation along with dissenting opinion or opinions te the DCIL.

S

| W. B Colly o
Director of Central Intelligence
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO. 1/11
(Artachment 2)

Computer Security

The functions of the Security Committee include:

(1) To review, formulate and recommend to the DCI policies,
standards, and procedures to protect intelligence data stored or
processed by computer. :

(2) To advise and assist the DCI, the Inteligence Comraunity
Staff, Committees of the United States Intelligence Board, USIB
member agencies and departments, and other intelligence users
with respect to all computer security issues and to resolve conflicts
that may arise in connection therewith.

(3). To formulate and recommend to the DCI resource pro-.
gramming objectives for USIB departments and agencies in the

- field of computer security in consideration of current and foreseen
vulnerabilities and threats and with regard for the effective and

efficient usc. of resonrces; to foster and to monitor an aggressive
program of computer security research and development in the
Intelligence Community in order to avoid unwarranted duplication
and to assure the pursuit of an effective elfort at resolving techni-
cal probiems associated with the protection of computer operations,

. (4) 'Tocoordinate all aspects of Intelligence Community efforts
in defense against hostile penetration of Community computer
systems as feasible to support other Government and national
efforts aimed at improving computer security technology; to foster
a coordinated program of Intelligence Community computer se-
curity training and indoctrination. _

(5) To facilitate within the Infelligence Community the ex-
change of information relating to computer security threats, vul-
nerabilities, and countermeasures by providing a focal peint for the

_ evaluation of foreign intentions and capabilities to exploit Com-
munity computer operations, for central notification of hostile
exploitation attempts, for the preparation of damage assessments
of incidents of foreign exploitation of intelligence compu.er opera-
tions, and for the formulation of Community policy on the rslease
of computer security information to foreign governments and in-
ternational organizations.
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(6) 'To review, formulate and recormmend minimum computer
security standards, procedures and criteria as guidance for system
design, evaluation and certification of acceptable levels of security

. for computer systerns.
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The functmns of tha ‘%ecxm"y Commlutee as they rela,be to compar‘mema» .

tion controls are:® =~ .. S S T e Ees A
“A. To develop and recommend to the D(,I With th(*. acf.\r}c@ o;.

the. United States Intelligence Board, techrical guidance for the es stob-

lishmenst, rnam»enance .md memv»mﬂat oi coordmamd Lomparcmenta.n L

tion systemas.” . .Y Pt el

(1) Providing :,psual prol'ﬁwon to .sonsmv mtemgenw :I:oa- )

{elligence’ nformation end intelligence sources and method.& under

-+ the authonty of Section 9 of Execubive Order 13682, i v .o i-a-, ~
' (2) Ensuring o thz estavlisament and chsestabhhment of (,om~ -

pp,rtm»ntatmn of intelligence and m‘nemrfance information. om e

jnstructions of the DCL L .

(3) Ensuring cohnrent control by the DCI of the PlOGGases

for zccess approvals to compartmented intelligence and mbelli- .

_gence information and of the processes for dlbselﬂﬂldﬁwn, sauitizas
tion or release of such intelligence inforraation. - .

(4) Ensuring the establishment and plornulcrauon Or LPPros~

priate criteria for securily and need-toknow access approvals.

B, To formulate, coordinate, maintain and promulgate techmiond,
guidance for use in the administration of compamtmem ation controly -

. atallechelons of dnparbm"m and agency _' o Coour jackivity, o

E v . T fconcerndog:

’

' (1) Access approval cﬁteﬁal
o -

. @ Phymc 1 Security.

i7he term "commar‘maa*ation" a3 used in this cirective refess © t‘::a svatem.
whereby speclal Intellizence Comumunity, conirols indleating restzicted handling
wlthin collzetlon programs znd {oalr end products ave appled to cartaln types
ol Intelligence information end material. The term does not includs Rastzicte

Data zs defined in Section 11, Atorale Energy Act of wa:r, a3 ermended. - ¢
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destruction. T _ : . .
(4) Automatic data process'uig and associzted malerials.

€. 'To furnish technical guidance and assistonce |

N

e e 4 cam e et mias mm oy e

fication and decontrot responsibilities

D. To roview and survey, when appropriate, with the cooperatiom
and assistance of the USIB Pringipal concerned, tha security standards, -

‘practices and procedures employed hy USTH departments axnd agencies -

jin relation to approved compartmeantation policies, -
procedures end controls; and to make recommendations for practical -
improvements to the USB Principals concerned throngh the DCL

/]
o

¥. To recommend seeurity policiss, in coordination with: appropriats o

USIB committess, governing the relaase or disclosuxe of compartmented .-
~intelligence ’ :

7
¢
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